Business Continuity Plan: Gates County
Departmental Plan

Financial Services Department
Business Continuity Plan (BCP)

Updated September 14, 2022

I. Emergency Contact Persons

Our Department’s two emergency contact persons are: Kim Outland, Financial Services
Director, koutland@gatescountync.gov, office: 252-357-1251 and, Christy Byrum,
Payroll/Benefits Coordinator, cbyrum(@gatescountync.gov, office: 252-357-2404.

The Department will provide the Gates County Emergency Management Director with the
contact information for the two emergency contact persons: (1) name; (2) title; (3) mailing
address; (4) email address; (5) telephone number; and (6) facsimile number. The
Department will promptly notify Emergency Management of any change in this
information (but no later than 30 days following the change) and will review, and if
necessary update, this information within 20 business days after the end of each fiscal year.

I1. Department Policy

Our Department’s policy is to respond to a Significant Business Disruption (SBD) by
safeguarding lives and property, making a financial and operational assessment, quickly
recovering and resuming operations, protecting all of the Department’s books and records,
and allowing official business to be transacted.

A. Significant Business Disruptions (SBDs)

Our plan anticipates two kinds of SBDs, internal and external. Internal
SBDs affect only our Department’s ability to communicate and do business,
such as a fire in our building. External SBDs prevent the operation of
normal business activities, such as a terrorist attack, a city flood, or a wide-
scale, regional disruption. Our response to an external SBD relies more
heavily on other organizations and systems, especially on the capabilities of
local, state, and federal government.

B. Approval and Execution Authority



mailto:koutland@gatescountync.gov
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Kim Outland is responsible for approving the plan and for conducting the
required annual review. Kim Outland has the authority to execute this BCP.

C. Plan Location and Access

Our Department will maintain copies of its BCP plan and the annual
reviews, and the changes that have been made to it for inspection. An
electronic copy of our plan is not available.

III. Business Description

Our Department conducts business in financial services of the County of Gates including
payroll, information technology, revenue collections, and accounting. Our Department is
an administrative department and does not perform any type of field operation activity.

IV. Office Locations

Our Department has two office locations:

A. Office Location #1

Location #1 is at 115 Court Street, Historic Courthouse, Gatesville, North
Carolina 27938. Its main telephone number is 252-357-2411. Our
employees may travel to that office by means of private transport.

B. Safe Room

In the event of a lock down or safety threat all department members will
gather in the Finance Officer’s office located in the rear of the building.

C. Department Rally Point

In the event of an evacuation of the building, all department members will
meet in the parking of Gatesville Baptist church located at 201 Court
Street, Gatesville, North Carolina 27938, adjacent to the Historic
Courthouse.

D. Office Location #2

Location #2 is at 200 Court Street, Public Utilities/Finance Suite,
Gatesville, North Carolina 27938. Its main telephone number is 252-357-
2411. Our employees may travel to that office by means of private transport.

E. Safe Room



In the event of a lock down or safety threat all department members will
gather in the copy room area located behind the Public Utilities/Finance
Department Suite.

F. Department Rally Point

In the event of an evacuation of the building, all department members will
meet in the rear parking lot behind the Administrative building. The rear
parking lot is located between New Road, Gatesville, North Carolina,
27938 and the Gates County Courthouse, located at 202 Court Street,
Gatesville, North Carolina 27938.

V. Alternative Physical Location(s) of Employees

In the event of an SBD, we will move our staff from affected office(s) to the closest of our
unaffected office location(s). If none of our other office locations is available to receive
those staff, we will move them to the GITS office building, 714 Main Street, Gatesville,
North Carolina, 27938, whose main phone number is 252-357-4487.

V1. Public Access to Department

In the event of an internal or external SBD, if telephone service is available, our employees
will make every effort to maintain contact with the public, and if our Web access is
available, our Department will post on our website information useful to residents

VII. Data Back-Up and Recovery (Hard Copy and Electronic)

Our Department maintains its primary hard copy books and records at 115 Court Street,
Historic Courthouse, Gatesville, North Carolina 27938 and its electronic records at 115
Court Street, Historic Courthouse, Gatesville, North Carolina 27938 and 202 Court Street
in the server room located in the Sheriff’s Department suite. Our financial data is backed
up weekly and stored off premises by MCSJ-Edmunds per our annual maintenance
agreement. Kim Outland is responsible for the maintenance of these books and records.
Our Department maintains the following document types and forms: financial data,
personnel, payroll, utility billing, contracts, vehicle titles, and capital project files.

Our Department maintains its back-up hard copy books and records at a secure off-site
location. These records are paper copies. Kim Outland is responsible for the maintenance
of these back-up books and records. Copies are scanned into the department’s Finance
server and/or in the accounting software. This is done daily as transactions occur.

The Department backs up its electronic records daily by prescribed network back-up
conducted by the Department of Financial Services, Information Technology Division, and
keeps a copy at a secure off-site location.

In the event of an internal or external SBD that causes the loss of our paper records, we
will physically recover them from our scanned copies as described above. If our primary



site is inoperable, we will continue operations from our back-up site or an alternate
location. For the loss of electronic records, we will either physically recover the storage
media or electronically recover data from our back-up site, or, if our primary site is
inoperable, continue operations from our back-up site or an alternate location.

VIII. Financial and Operational Assessments
A. Operational Risk

In the event of an SBD, we will immediately identify what means will
permit us to communicate with our customers, employees, critical business
constituents, critical banks, critical counter-parties and regulators. Although
the effects of an SBD will determine the means of alternative
communication, the communications options we will employ will include
our website and telephone. In addition, we will retrieve our key activity
records as described in the section above, Data Back-Up and Recovery
(Hard Copy and Electronic).

B. Financial and Credit Risk

In the event of an SBD, we will determine the value and liquidity of our
investments and other assets to evaluate our ability to continue to fund our
operations and remain in capital compliance. We will contact the Central
Administration Department to apprise them of our financial status. We will
work with all departments and agencies to ensure we are able to meet our
obligations to all counter-parties and otherwise continue to fund our
operations.

IX. Mission Critical Systems

Our Department’s “mission critical systems” are those that ensure prompt and accurate
processing of official local government business on behalf of the Financial Services
Department, including accounting, personnel, information technology, utilities
billing/collections, and special projects.

We have primary responsibility for establishing and maintaining our relationships with our
residents and have sole responsibility for our mission critical functions.

A. Our Department’s Mission Critical Systems

1. Accounting
Our Department is responsible for the accounting and financial
statements for Gates County. The duties are found in the North
Carolina General Statutes and include those responsibilities of the
Finance Officer. These duties as enumerated are to process financial
transactions and maintain records in accordance with all federal,
state, and local requirements. In the event of a SBD, our department
will ensure the integrity of all financial data, continue to process



financial transactions as necessary to maintain the operation of the
county’s departments, and ensure all contractually required
payments are made in a timely manner.

2. Personnel
Our Department is responsible for maintaining personnel records,
administering benefits, and processing payroll for all county
employees in accordance with all federal, state, and local
requirements. In the event of a SBD, our department will ensure the
integrity of personnel records and that wage and benefits payments
are made on schedule.

3. Information Technology
Our Department provides IT support to all departments. In the event
of a SBD, the Department will evaluate IT equipment and maintain
IT services for departments as necessary and possible. We will
communicate with departments to understand and prioritize the
needs of each.

4. Ultilities Billing/Collections
Our Department provides billing/collections service to internal and
external customers. In the event of a SBD, the Department will
continue to provide billing/collections service to all customers on a
level consistent with normal operations by communicating any
necessary procedural, location, or communication changes made
necessary by the SBD.

5. Special Projects

Our Department administers and maintains records for numerous
special projects including special revenue and capital projects. In
the event of a SBD, the Department will communicate with
contractors, grant funders, and county departments any adjustments
to these projects made necessary by the SBD and work with all
parties to ensure continued compliance with all contracts and
federal, state, and local requirements.

X. Alternate Communications Between the Department and
Residents, Employees, and Regulators

A. Residents
We now communicate with our residents using the telephone, email, our
website, fax, mail and in-person visits at our Department or another
location. In the event of an SBD, we will assess which means of
communication are still available to us, and use the means closest in speed
and form (written or oral) to the means that we have used in the past to
communicate with the other party. For example, if we have communicated



with a party by email but the Internet is unavailable, we will call them on

the telephone and follow up where a record is needed with paper copy in
the U.S. mail.

B. Employees

We now communicate with our employees using telephone, email, and in-
person communication. In the event of an SBD, we will assess which means
of communication are still available to us, and use the means closest in
speed and form (written or oral) to the means that we have used in the past
to communicate with the other party. We will also employ a call tree so that
senior management can reach all employees quickly during an SBD. The
call tree includes all staff home and office phone numbers.

The person to invoke use of the call tree is: Kim Outland

Caller Call Recipients
Financial Services Director Payroll/Benefits Coordinator
Financial Services Director Accounts Payable Specialist
Financial Services Director IT Administrator
Financial Services Director Grants Manager
Financial Services Director Accounting Specialist
Accounting Specialist Billing/Collections Representatives
Accounting Specialist Billing/Collections Representatives

C. Regulators

We are currently governed by multiple regulatory agencies including the
State of North Carolina and the federal government of the United States of
America. We communicate with our regulators using mail, email,
telephone, and facsimile. In the event of an SBD, we will assess which
means of communication are still available to us, and use the means closest
in speed and form (written or oral) to the means that we have used in the
past to communicate with the other party.

XI. Ciritical Business Constituents, Banks, and Counter-Parties

A. Business Constituents

We have contacted our critical business constituents (businesses with which
we have an ongoing commercial relationship in support of our operating
activities, such as vendors providing us critical services), and determined
the extent to which we can continue our business relationship with them in
light of the internal or external SBD. We will quickly establish alternative
arrangements if a business constituent can no longer provide the needed
goods or services when we need them because of a SBD to them or our
Department.




B. Public Finance

We have determined if we can continue to provide the financing, through
commercial banks, that we will need in light of an internal or external SBD.
Our department maintains the County’s relationship with banks and other
financial institutions.

C. Counter-Parties

We have contacted our critical counterparties, such as other government
agencies or institutions, to determine if we will be able to carry out
intergovernmental activities light of the internal or external SBD. Where the
activities cannot be completed, we will work with our counterparties or
contact those counterparties directly to make alternative arrangements to
complete those activities as soon as possible.

XII. Regulatory Reporting

Our Department is subject to regulation by: the State of North Carolina, the federal
government of the United States of America. We now file reports with our regulators using
paper copies in the U.S. mail, and electronically using fax, email and the Internet. In the
event of an SBD, we will check with applicable regulatory agencies to determine which
means of filing are still available to us, and use the means closest in speed and form (written
or oral) to our previous filing method. In the event that we cannot contact our regulators,
we will continue to file required reports using the communication means available to us.

XIII. Disclosure of Business Continuity Plan

Attached is our written BCP disclosure statement we provide customers upon
request.

XIV. Updates and Annual Review

Our Department will update this plan whenever we have a material change to our
operations, structure, business, or location of our Department. In addition, our Department
will review this BCP annually to modify it for any changes in our operations, structure,
business or location.

XV. Executive Approval

I have approved this Business Continuity Plan as reasonably designed to enable our
Department to meet its obligations to customers in the event of a SBD.

Department Head:

Printed Name:




Date:

County Manager:

Printed Name:

Date:

Attachment A to Financial Services Department Business Continuity Plan

Financial Services Department Business Continuity Planning

The County of Gates Financial Services Department has developed a Business Continuity Plan
stating how we will respond to events that significantly disrupt our business. Since the timing and
impact of disasters and disruptions is unpredictable, we will have to be flexible in responding to
actual events as they occur. With that in mind, we are providing you with this information relating
to our business continuity plan.

Contacting Us — If after a significant business disruption you cannot contact us as you usually do
at 252-357-2411, or visit us on the web: http://www.gatescounty.gov. If you cannot access us
through either of those means, you should wait for alternative contact information to be provided
to you in a public service announcement.

Our Business Continuity Plan — We plan to quickly recover and resume business operations
after a significant business disruption and respond by safeguarding lives and property, making a
financial and operational assessment, protecting the County’s books and records, and allowing
official business to be transacted. In short, our business continuity plan is designed to permit our
Department to resume operations as quickly as possible, given the scope and severity of the
significant business disruption.

Our business continuity plan addresses: data backup and recovery; all mission critical systems;
financial and operational assessments; alternative communications with customers, employees,
and regulators; alternate physical location of operations; critical supplier, contractor, bank and
counter-party impact; regulatory reporting; and assuring our residents prompt access to their local
government.

Varying Disruptions — Significant business disruptions can vary in their scope, such as only our
Department, a single building housing our Department, the business district where our
Department is located, the city where we are located, or the whole region. Within each of these
areas, the severity of the disruption can also vary from minimal to severe. In a disruption to only
our Department or a building housing our Department, we will transfer our operations to a local
site when needed and expect to recover and resume business within one (1) business day. In a
disruption affecting our business district, city, or region, we will transfer our operations to a site
outside of the affected area, and recover and resume business within three (3) business days. In
either situation, we plan to continue to work for the interests of Gates County, transfer operations
to other facilities throughout the area if necessary, and notify you through our website
http://www.gatescounty.gov on how to contact us.



For more information — If you have questions about our business continuity planning, you can
contact us at 252-357-2411.

Last Updated: September 14, 2022



Attachment B to Financial Services Department Business Continuity Plan

Financial Services
Emergency Contact List
Last Updated: September 15, 2022

Supervisor Name: Kim Outland
Title: Financial Services Director
Office Phone: 252-357-1251

Work Cell Phone: n/a

Personal Cell Phone: 252-714-8519
Emergency Contact: Travis Outland
Emergency Contact #: 252-340-4862

Employee Name: Christy Byrum
Title: Payroll/Benefits Coordinator
Office Phone: 252-357-2404

Work Cell Phone: n/a

Personal Cell Phone: 252-455-4825
Emergency Contact: Darryl Byrum
Emergency Contact #: 252-333-8800

Employee Name: Marie Rountree
Title: Accounts Payable Specialist
Office Phone: 252-357-3141

Work Cell Phone: n/a

Personal Cell Phone: 252-562-8892
Emergency Contact: James Ralph
Emergency Contact #: 252-562-8891

Employee Name: Warren Curry
Title: IT Administrator

Office Phone: n/a

Work Cell Phone: 252-287-9169
Personal Cell Phone: 252-506-1167
Emergency Contact: Angela Curry
Emergency Contact #: 252-506-2673

Employee Name: Vacant
Title: Grants Manager
Office Phone:

Work Cell Phone:
Personal Cell Phone:
Emergency Contact:
Emergency Contact #:

10

Employee Name: Daphne Walker
Title: Accounting Specialist

Office Phone: 252-357-2517

Work Cell Phone: n/a

Personal Cell Phone: 252-642-5092
Emergency Contact: Deshawna Walker
Emergency Contact #: 252-722-5989

Employee Name: Shelley Stone

Title: Billing/Collections Representative
Office Phone: 252-357-2003

Work Cell Phone: n/a

Personal Cell Phone: 252-333-0583
Emergency Contact: Romer Stone
Emergency Contact #: 252-465-1095

Employee Name: Vacant

Title: Billing/Collections Representative
Office Phone:

Work Cell Phone:

Personal Cell Phone:

Emergency Contact:

Emergency Contact #:
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